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Introduction

Exchange Online Unified Messaging (UM) provides voice mail services to Office 365 customers. UM is
not a Private Branch Exchange (PBX): it does not provide voice call switching or numbering service. Each
customer is required to provide “dial tone” to UM from a suitable telephony solution.

Figure 1 shows a simplified view of a typical arrangement. The customer has a telephony solution on
their premises. This is shown as a black box to indicate that the internal details have been omitted for
generality. In practice, the black box represents Microsoft Lync Server 2010 or one of the PBXs with
which Exchange Unified Messaging works.

Exchange Unified Messaging requires the use of voice-over-IP (VolP) protocols. If a customer’s PBX does
not use VolP, they must connect it to UM through a suitable VolP gateway. The VolP gateway converts
the PBX’s native protocols to VolP (and vice versa).

The list of PBXs and VolIP gateways that have been tested with Exchange UM is available online as the
Telephony Advisor for Exchange 2010.
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Figure 1. Telephone connections to Exchange Online Unified Messaging

Figure 1 also shows that the communication between the customer’s telephony solution and Exchange
UM Online takes place over a public IP network. As with other Office 365 services, customers use shared
network resources when connecting to UM Online. To keep the VolP network traffic between the
customer’s premises and Office 365 private, even though the network is shared, UM Online encrypts all
the data that it sends, and requires that the equipment on the customer’s premises do the same.

Figure 1 also shows Voice-over-IP network border elements. These are devices that are positioned at the
boundaries between the private IP networks (customer’s premises and Microsoft datacenter) and the
public IP network between the customer and the datacenter.

The purpose of these border elements is to provide security for the private networks. Although it is
essential to protect the VolP data that travels between the private networks, this does not guarantee
that the private networks themselves are protected. In particular, the VolP data must enter and leave
the customer’s private network. This defines a public network interface that the customer will use to
access Exchange Online UM services. Because it is a public interface, other people may also try to access
it, even if they have no good reason to do so. Malicious behavior (denial of service attacks, attempts to
discover and steal data, and so on) is common on the Internet. Therefore, any network interface that
the customer exposes to the world must be protected.

The types of voice-over-IP network border element that must be used by Office 365 customers
connecting to Exchange Online UM will depend on the type of telephony solution that the customer
possesses. Customers who run Microsoft Lync Server 2010 must use the Lync Edge Server role.
Customers who run other telephony solutions (PBXs and IP-PBXs), must use devices called Session
Border Controllers (SBCs). These may be sold separately, or combined with VolP gateways into a single
product.

At the time of writing, the Session Border Controllers that have been tested successfully for
interoperability with Exchange Online UM are as follows:
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Vendor Model Version Notes

AudioCodes | Mediant 1000 MSBG | 6.00AL.014 SBC option for VolP gateway product
Ingate SIParator19 4.8.4 Dedicated SBC

NET VX1800 4.7.2v47 SBC option for VolP gateway product

The remainder of this document outlines how to set up the equipment on customer premises, and how
to configure Exchange Online UM, to connect the telephone system to the Office 365 voice mail
services. It is not a complete configuration guide. Details of SBC configuration vary by make and model.
You should consult the relevant documentation for specific details.

Connecting Microsoft Lync Server 2010 to Exchange Online UM
If you are running Microsoft Office Communications Server 2007 (or 2007 R2) for enterprise voice, you
must upgrade to Microsoft Lync Server 2010 before you can connect to Exchange Online UM.

If you are running other PBXs or IP PBXs for your telephony solution, please refer to the section titled
Connecting Telephony Solutions to Exchange Online UM (page 8).

When used for Enterprise Voice, Microsoft Lync Server fulfills the role of the telephony solution on the
customer’s premises. Lync provides Exchange Online UM with the call processing that UM needs.
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Figure 2. Connecting Microsoft Lync Server to Exchange Online UM

Figure 2 shows a simplified view of a typical arrangement with Microsoft Lync Server on the customer’s
premises, connected to Exchange Online UM through a public IP network. The major difference from an
arrangement in which the customer is also running Exchange on their premises is that the customer
must deploy at least one Lync Edge Server role. A Lync Edge server acts as the VolP-aware network
border element (compare Figure 1). It relays the VolP traffic to and from the public network, and
provides protection against threats from malicious users on that network.
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Customers may need to deploy one or more Lync Edge Servers even if they have not been using
Exchange Online UM. They do this to support Lync users outside the corporate network who wish to
access Lync for presence, instant messaging or audio/video services.

The Microsoft Datacenter also contains Lync Edge Servers. These provide the corresponding relay and
protection functions on behalf of Lync customers who use Exchange Online UM for voice mail.

The Lync documentation on TechNet contains an article titled Providing Lync Server 2010 Users Voice
Mail on Hosted Exchange UM that complements the advice in this document.

Microsoft Lync 2010 Server introduces Hosted Voice Mail Policies. A Hosted Voice Mail Policy is a
configuration object that tells Lync whether a user or contact has corresponding Exchange Online UM
service and, if so, how to contact it. A single, global Hosted Voice Mail Policy is created when Lync is
installed. If a customer needs finer-grained control of hosted voice mail, they can create additional
Hosted Voice Mail Policy objects (see the relevant Lync documentation for details), but many customers
will find that the global Hosted Voice Mail Policy (already created) is sufficient for their needs.

To establish and verify your Lync system’s connection to Exchange Online UM, follow these steps.

1. Install and configure Microsoft Lync Server to provide instant messaging, presence and basic
audio functionality.

2. Install and configure one or more Microsoft Lync Edge Servers (see the Lync documentation
above for details on how to create a hosting provider object). Ensure that the Edge Server(s)
is/are configured for integration with Exchange Online UM (the documentation is here).

3. In Exchange Control Panel (ECP), create a new UM Dial Plan for the Lync users who will be
enabled for Enterprise Voice, and use Exchange Online UM for voice mail.

S ‘ The UM Dial Plans tab in ECP’s Phone &
Voice configuration initially shows an

empty list. Click on the New... button to
begin the creation of a new UM Dial Plan.

Figure 3. Initial (empty) UM Dial Plans list in Exchange Control Panel
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4 hitpsy/sdtoutiookcom/ecp/7rfr= =@ |G| X | -4/ UM Dial Plans - Micros..
Exchange Online
MOt Pl 1419 Gt
UM Dial Plans

1 selected of 3 totsl

organization. For UM to answer calls for your users, you have to set up at least ane dial

Unified Messaging Reports

User Call Logs

Michae! W

MyMail @ -

The UM Dial Plan that you created will now be
listed. You can click the Details button to view and
edit its properties, and those of associated objects
such as UM Mailbox Policies.

Figure 6. List showing one UM Dial Plan
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4.

In ECP, on the new UM Dial Plan, set the E.164 routing number. This must be a telephone
number in the E.164 format, that is, a ‘+’ character, followed by a country code, followed by an
in-country telephone number. For example, +14255551234 (United States) or +442089991234
(United Kingdom). This is the key by which UM Online will identify the correct Dial Plan when
handling calls, so it must be unique within your organization. It should correspond to an actual
number that users can call if they want to listen to their Exchange UM voice mail with a
telephone (land line or mobile) rather than the Lync client. If necessary, you can supply two or
more numbers'. The number(s) are stored on the UM Dial Plan’s Pilot/dentifierList property.
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Figure 7. Editing the routing number(s) for a UM Dial Plan

5.

In ECP, on the new UM Dial Plan, set a number for user access. Unlike the routing number (step
4), this can be in any readable format, because it is for display to users. For example, if the
routing number were “+14252668676”, the user access number could be set to “(425) 266-
8676” or “425-CONTOSO”. Two or more values can be supplied. The user access numbers should
be consistent with routing numbers, or users will be confused. The user access number is
included in the body of the “Welcome to Exchange Unified Messaging” e-mail that is sent to
each user when they are UM-enabled. It is also displayed in the Outlook Voice Access section of
the user’s Phone personal options (accessed via OWA/Exchange Control Panel).

! One reason to do so might be so that users had the option of calling a toll-free number when in the same country
as Lync, but another number when calling from a different country. (Toll-free numbers are sometimes not
reachable from other countries).
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Figure 8. Editing the display access numbers for a UM Dial Plan

6.
7.

In ECP, save the new UM Dial Plan.

In Lync, use the Set-CsHostedVoiceMailPolicy cmdlet to modify the appropriate Hosted Voice
Mail Policy, specifying the Destination as exap.um.outlook.com and the Organization as the
fully qualified domain name of the Exchange Online authoritative routing domain. For example:

PS> Set-CsHostedVoiceMailPolicy -Destination exap.um.outlook.com -Organization contoso.com

8.

Here, the global Hosted Voice Mail Policy is modified (because the Identity parameter is left
unspecified, the default is assumed).

In Lync, follow the documentation to create a contact object to represent the UM Dial Plan
created in steps 3 - 6. Set the DisplayNumber to be the same as the routing number specified in
step 4. For example:

PS> New-CsExUMContact -DisplayNumber +14255551234 -SipAddress sip:exumsa@lync.contoso.com °

>>

9.

-RegistrarPool edgepool.lync.contoso.com -OU “OU=ExUmContacts,DC=contoso,DC=com”

Note the back tick character () at the end of the first line. This allows the command to be
continued on the next line’.

In Lync, associate a Hosted Voice Mail Policy with the contact object (representing the UM Dial
Plan) that was created in step 8. If you are using the (default) global Hosted Voice Mail Policy,
then the identity (name) of the policy need not be specified. For example:

PS> Grant-CsHostedVoiceMailPolicy -Identity exumsa@lync.contoso.com

? The command could be typed all on one line, but this example is easier to show on a narrow page.
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10. In Lync, enable a test user account for Enterprise Voice (or select an existing Enterprise Voice-
enabled user for testing).

11. In Exchange Control Panel, enable a test user for Unified Messaging. This user object must
correspond? to the same user that was used in step 10. Specify the default UM Mailbox Policy
that is associated with the UM Dial Plan that was created in steps 3 - 6.

12. Manually, or using the UM Troubleshooting Tool, verify that user’s Unified Messaging

functionality is working.

Connecting Telephony Solutions to Exchange Online UM

If you are running Microsoft Office Communications Server 2007 (or 2007 R2) or Microsoft Lync Server
2010 for enterprise voice, please refer to the section titled Connecting Microsoft Lync Server 2010 to
Exchange Online UM (page 3).

Certificates

On page 2, we noted that Exchange Online UM requires that all data passing between it and the
customer’s premises be encrypted. More specifically, the encryption is required on traffic between the
network border elements” at the customer’s premises, and the Microsoft datacenter.

Digital certificates are required for the encryption process. These are the input to the cryptographic
security framework through which the customer’s network border element can establish trust with the
Microsoft Online network border element, and vice versa. They allow mutual Transport Layer Security
(mutual TLS, or MTLS). Once this trust is in place, the border elements exchange session keys, and then
use these keys to encrypt the subsequent data traffic.

Certificates are used for many common scenarios, such as secure web transactions. Companies that
maintain a web site that uses secure HTTP (https) to encrypt traffic to and from web browsers will
already be familiar with the acquisition, deployment, management and renewal of certificates.

A certificate will be needed on your Session Border Controller. This certificate must meet the following
requirements:

e It must be signed by a recognized Certificate Authority (CA). Self-signed certificates (the kind
that customers can generate themselves) are not suitable for communication with Exchange
Online UM.

O Note: at the time of writing, the only root CA that is loaded on the Office 365 SBCs is
issued by GTE CyberTrust Global Root. Therefore, the certificate that you load on any

* Two different but closely related user objects are required here. On the customer’s premises, there is a user
object that represents the Lync user in the customer’s Active Directory. In Office 365, there is a user object that
represents the Office 365 user for whom online services (including Exchange Online UM) can be provisioned.

* Customers are free to decide whether traffic within their own networks is encrypted, or not. Arrangements for
securing the traffic from VolP gateways to SBCs are not discussed in this document.
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SBC that will communicate with Exchange Online UM must also be issued by this CA.
Such certificates can be obtained from Verizon Security Services®.

o The Subject Name (CN) or Subject Alternate Name (SAN) that is contained in the certificate
must match the Address field of the UM IP Gateway object that will be created in the Exchange
Online Control Panel (see step 9 on page 13 if you have a traditional PBX, and step 8 on page 17
if you have an IP PBX). To UM, the UM IP Gateway object represents the SBC. For example, if
you specify an address of sbcexternal.contoso.com on the UM IP Gateway object, make sure
that the Subject Name and Subject Alternate Name in the certificate contain exactly the same
string, i.e. sbcexternal.contoso.com. See the note on page 14 about a case-sensitivity
requirement for names. We plan to remove this requirement in future.

e The length of the keys contained in the certificate must be at least 1024 bits®. We recommend
the use of keys that are 2048 bits long.

These requirements mean that you will need to purchase a new certificate to connect to Exchange
Online UM. You will not be able to reuse an existing certificate’. To obtain and install the certificate,
follow these steps.

1. Assign (or have your network administrator assign) a unique, fully qualified domain name
(FQDN) for the public interface of your SBC (for example: sbcexternal.contoso.com). At some
point, you should check that this address can be resolved by external DNS clients to the correct
IP address.

2. You will use the SBC’s administration interface to begin and end the process of certificate
generation and loading. In case something goes wrong, it’s important that you do not rely on an
SBC certificate for the administration interface. So, make sure that you can administer the SBC
with HTTP rather than HTTPS?. You should reset any temporary changes made to the
administration protocol security when the certificate process is complete.

3. Use the SBC itself to generate a certificate signing request (CSR)®. In the Subject name of the
request, enter the SBC’'s FQDN (obtained in step 1). The CSR will be a text file, containing a
section that looks like this:

4. Use the mechanism provided by the Certificate Authority (CA) to input the CSR to their
certificate generation process. This is usually accessible through a web browser, though there
may be other methods, too. The output from the process is also text, which looks like this:

> http://www.verizonbusiness.com/Products/security/identity/ssl/

® This (1024 bits) is the standard key length used by most certificate authorities, at the time of writing.
7 Unless that certificate already meets the above requirements, which is very unlikely.

® The details will vary according to the SBC make and model.
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<< certificate - specific content here >>

5. Use the mechanism provided by the SBC?® to load the certificate into the device.

Traditional PBXs

A Private Branch Exchange (PBX) is a piece of telephony equipment that is connected on the customer’s

premises to a set of lines, which in turn are connected to office telephones (sometime called extensions:
see Figure 9). To allow users of these phones to call people outside the office system, and vice versa, the
PBX is connected to the public telephone network. This kind of connection, which can handle multiple

calls simultaneously, is called a telephony trunk.
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Figure 9. Connecting a Traditional (TDM) PBX to Exchange Online UM

Many PBXs, especially older ones, do not support voice-over-IP (VolP) protocols. Instead, they use
different varieties of analog or digital protocols to connect to the attached phones or voice mail
systems. Internally, these PBXs have a voice switching arrangement that is called time division

multiplexing, or TDM.

To connect such PBXs to Exchange UM, the first requirement is to convert TDM protocol data to and
from VolP. For this purpose, devices called VolP Gateways must be used. Figure 9 shows a VolP gateway
that has been connected to a PBX on the customer’s premises.

The Telephony Advisor for Exchange 2010 content lists the various gateways that have been tested and
found to work with traditional PBXs and Exchange UM. For each gateway/PBX combination, there is a
link to a configuration note that explains how to connect and configure the PBX and gateway to work
with Exchange UM.

To establish and verify your PBX’s connection to Exchange Online UM, follow these steps.
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1. Verify that the PBX appears in the Exchange 2010 Telephony Advisor content. Note that
Microsoft UC Voice Partners or VolP Gateway vendors may be able to support the configuration
and connection of makes and model of PBX that do not appear on this list.

2. Obtain the necessary VolP gateway and Session Border Controller (SBC). Note that in some cases
these may be different parts of the same device.

3. Attach the VolP gateway and SBC to your internal IP network. Note that the SBC has (at least)
two network interfaces, (at least) one of which is for internal networking, and one of which is
intended to be connected to the public IP network. Note that the SBC will need a public address
that can be resolved by DNS clients (see step 1 in the certificate notes on page 9).

4. Configure the PBX and VolP gateway as directed by the relevant configuration note, as if
Exchange UM were going to be running on your own premises.

5. Configure the VolP gateway to send and receive traffic to and from the SBC’s internal network
interface (IP address or domain name). If you had been using Exchange UM on your own
premises, you would instead have configured traffic from the VolP gateway directly to the UM
server(s), but here the SBC is the portal through which all communication with UM takes place.

6. Configure the SBC to accept traffic arriving (from the VolP gateway) on its internal interface and
forward it to its external interface.

7. Configure the SBC’s routing so that traffic arriving (from Exchange Online UM) at the external
interface is forwarded to the internal interface (and thus to the VolP gateway).

8. In Exchange Control Panel (ECP), create a new UM Dial Plan to represent extensions on your PBX
that are used by users who will be enabled for Exchange Online UM.

The UM Dial Plans tab in ECP’s Phone &
Voice configuration initially shows an

empty list. Click on the New... button to
begin the creation of a new UM Dial Plan.

Figure 10. Initial (empty) UM Dial Plans list in Exchange Control Panel
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Figure 11. Specifying properties for a new UM Dial plan for a PBX or IP-PBX
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which the telephony solution (PBX or IP PBX) is
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Click Save when you have entered all the

information required to specify the new UM Dial
Plan.

Figure 12. Specifying the country code for a new UM Dial Plan for PBX or IP-PBX
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The UM Dial Plan that you created will now be
listed. You can click the Details button to view and
edit its properties, and those of associated objects
such as UM Mailbox Policies.

9. In ECP, on the new UM Dial Plan, set a number for user access. This can be in any readable
format, because it is for display to users. For example, the user access number could be set to
“(425) 266-8676" or “425-CONTOSO”. Two or more values can be supplied. The user access
numbers should be consistent with routing numbers, or users will be confused. The user access
number is included in the body of the “Welcome to Exchange Unified Messaging” e-mail that is
sent to each user when they are UM-enabled. It is also displayed in the Outlook Voice Access

section of the user’s Phone personal options (accessed via OWA/Exchange Control Panel).

Add greetings and access numbers for Outlook Vice
Access.

Welcome Greeting:

,l Default Exchange Greeting

Informational announcement:
<None>

Numbers for users to access voice mail:

1-800-CONTOSO| L
u
Settings ¥
Dialing Rules ¥

Dialing Authorization v

[ <
e 13 =i X3
G )| 4 hipl J‘ Qj —rETY = &) &
- o id=751be8d3-7 @&
Exchange Onliny—| % a| ——‘ fson
| [ contoso pex users o
g BT E—— °-
| 4
s Dial Codes B
rsetvoke [ W ovioo ok s R

rts

Numbers for access

Specify the numbers that

 save | ¥ Cancel X Close

100% v

Figure 14. Editing the display access numbers for a UM Dial Plan

10. In ECP, go to the UM IP Gateways tab and create a new UM IP Gateway. To UM, this will
represent your SBC. Associate the UM IP Gateway with the UM Dial Plan that you created in step
8 by clicking the Browse... button and selecting the Dial Plan from the list that is displayed (see

Figure 16 and Figure 17).
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Figure 15. Creating a new UM IP Gateway to represent an SBC on the customer's premises
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Figure 16. Associating the new UM IP Gateway with a UM Dial Plan
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Figure 17. New UM IP Gateway associated with a UM Dial Plan
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When you create the UM IP Gateway, it will automatically be assigned a Forwarding Address.
You will be reminded of this when you save the gateway configuration (Figure 18).

m— o — - e

| < 1SIE

E;(mcmﬁange Online

Mail > Options: Manage My Organization *
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Users & Groups
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- -

- a \O\XH | UM IP Gateways - Micr..

7] o= 5 ]
|5 a

New UM IP Gateway
*Required fields

UM P gateways represent a physical session border controller
(SBC), IP gateway, or IP PBX in Active Directory. You have to
configure a UM IP gateway before UM can accept calls from the
device.

* Name: Warning

Contosg
/A, After you've created the UM IP gateway, you must configure the
physical device (referred to in the FQDN) to forward calls to the
* Addre: address specified in the Forwarding Address fieldl. The forwarding
sbeexte address can be obtained from the Details page of the gateway or
by running the Get-UMIP Gateway cmdlet.

UM dial

save

Contost T

e |

Ccancel

®100% -

Figure 18. Reminder that UM IP Gateway Forwarding Address is needed for the SBC configuration

To see the Forwarding Address, view the details of the UM IP Gateway object (Figure 19).

S ey - S — ———

-

| < [BIF;

E;'E'Fwange Online

Mail > Options: Manage My Organization ~

UM Dial Plans UM IP Gateways

Users & Groups

Phone & Voice

- a |G‘XH | UM IP Gateways - Micr..

a e E—~]
[E¥ a

Contoso SBC

*Required fields

UM IP gateways represent a physical session border controller
(SBC), IP gateway, or IP PBX in Active Directory. You have to

configure a UM IP gateway before UM can accept calls from the
device.

Status: Enabled
Forwarding address:
7344b2bO-20&6-4332'QfSb-bSOEWSOEEEI.um.uulluuk.cum‘

* Name:
Contaso SBC

* Address:

shcexternal.contose.com

Allow outgoing calls through this UM IP gateway
Allow message waiting indicator

 save

rwarding address

Configure your physical
device (SBC, gateway, or

1P PBX) to forward calls
to UM using this
address.

Learn More

K cancel

®100% ¥

Figure 19. Viewing the Forwarding Address of a UM IP Gateway

Forwarding addresses are of the form

guid .um.outlook.com, where guid is replaced
by a 36-character string that uniquely identifies the
UM IP Gateway object within the Office 365 system.

10. Configure the SBC so that traffic arriving (from the VolP gateway) at the internal interface is
forwarded (via the external interface) to the Forwarding Address obtained in step 10.
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11. In Exchange Control Panel, enable a test user for Unified Messaging.

12. Configure your PBX to forward unanswered calls for this user to a hunt group that terminates on
the VolP gateway.

13. From another phone, place a call to the test user’s extension. Allow the call to be forwarded to
‘voice mail’. You should hear Exchange Online UM answer with: “PLEASE LEAVE A VOICE MESSAGE FOR
<USER NAME>", followed by a BEEP. Record a voice message and ensure that it is delivered to the
user’s Inbox. You can also use the UM Troubleshooting Tool to verify that user’s Unified

Messaging functionality is working.

IP PBXs

Many newer PBXs build in support for VolP protocols. In this case, it may be possible to use VolP directly
to interface the IP PBX to Exchange UM. In other words, no intermediate VolP gateway may be needed.
However, differences in the way that IP PBXs use VolP mean that this is not always the case. A list of IP
PBXs with which UM has been tested to work directly over IP is included in the Telephony Advisor for

Exchange 2010.

a A Microsoft Datacenter

Public i IP - PBX
-
Telephone — %‘-vlv
Network
5\ Private IP
__ network

Unified Messagir';”:J Jransport

i |

Internal IP phones
{ (IP-PBX extensions)
o

Session s
Borderj s
Controller

Public IP
network

Figure 20. Connecting an IP-PBX to Exchange Online UM

Figure 20 shows a simplified picture of an arrangement where a customer has an IP PBX on their
premises, and connects it to Exchange Online UM. Note that, unlike Figure 9, there is no VolP gateway.
However, there is still a requirement for the customer to provide a Session Border Controller. IP PBXs
are generally designed to work in a private network.

The Telephony Advisor for Exchange 2010 content lists the various IP PBXs that have been tested and
found to work with Exchange UM. For each IP PBX, there is a link to a configuration note that explains
how to connect and configure the IP PBX to work with Exchange UM.

To establish and verify your IP PBX’s connection to Exchange Online UM, follow these steps.
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1. Verify that the IP PBX appears in the Exchange 2010 Telephony Advisor content. Note that
Microsoft Voice Partners may be able to support the configuration and connection of makes and
model of PBX that do not appear on this list. If a VolP gateway is required to make the IP PBX
interoperate with Exchange UM, obtain the necessary gateway and proceed as for Traditional
PBXs (page 10).

2. Obtain a Session Border Controller (SBC) that is interoperable with Exchange Online UM.

Attach the SBC to your internal IP network. Note that the SBC has (at least) two network
interfaces, (at least) one of which is for internal networking, and one of which is intended to be
connected to the public IP network.

4. Configure the IP PBX as directed by the relevant configuration note (see above), as if Exchange
UM were going to be running on your own premises.

5. Configure the SBC to accept traffic arriving (from the IP PBX) on its internal interface and
forward it to its external interface.

6. Configure the SBC’s routing so that traffic arriving (from Exchange Online UM) at the external
interface is forwarded to the internal interface (and thus to the IP PBX).

7. In Exchange Control Panel (ECP), create a new UM Dial Plan to represent extensions on your IP
PBX that are used by users who will be enabled for Exchange Online UM. See Figure 10, Figure
11, Figure 12, Figure 13 and Figure 14.

8. In ECP, create a new UM IP Gateway. To UM, this will represent your SBC. When you create the
UM IP Gateway, it will automatically be assigned a Forwarding Address. See Figure 15, Figure 16,
Figure 17, Figure 18 and Figure 19.

9. Configure the SBC so that traffic arriving (from the VolP gateway) at the internal interface is
forwarded (via the external interface) to the Forwarding Address obtained in step 9.

10. In Exchange Control Panel, enable a test user for Unified Messaging.

11. Configure your IP PBX to forward unanswered calls for this user to a hunt group that terminates
on the VolP gateway.

14. From another phone, place a call to the test user’s extension. Allow the call to be forwarded to
‘voice mail’. You should hear Exchange Online UM answer with: “PLEASE LEAVE A VOICE MESSAGE FOR
<USER NAME>", followed by a BEEP. Record a voice message and ensure that it is delivered to the
user’s Inbox. You can also use the UM Troubleshooting Tool to verify that user’s Unified

Messaging functionality is working.
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